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Introduction
Purpose
This paper provides an overview of the Digital Operational Resilience Act (DORA), analysing its key provisions and implications for financial entities and ICT service providers. DORA is designed to enhance the operational resilience of the financial sector by ensuring organisations implement robust risk management frameworks, ICT governance structures, and incident reporting mechanisms.
This document presents a generalised assessment of DORA’s requirements, highlighting its impact on organisations operating within the European Union (EU) financial ecosystem and beyond.
Disclaimer
The information contained in this paper is for informational purposes only and should not be considered legal or regulatory advice.

Executive Summary
DORA comes into effect on 17 January 2025, introducing stringent requirements for financial entities and ICT service providers. Organisations failing to comply could face fines of up to 2% of annual turnover.
The act aims to legislate best practices in ICT governance, security, and resilience. Key compliance areas include:
· Incident reporting – Establishing structured logging and response mechanisms.
· Risk management frameworks – Defining ICT risks and aligning them with business operations.
· Operational resilience – Ensuring financial entities can withstand ICT disruptions.
· ICT third-party risk management – Addressing dependencies on external service providers.
· Information sharing – Encouraging financial entities to share cyber threat intelligence.
DORA enforces practices that should already be standard in ICT governance, making them legally mandatory across financial entities.



Key Compliance Areas

Incident Reporting
DORA mandates efficient logging and reporting of ICT-related incidents to ensure a coordinated response to cyber threats and operational failures. This includes:
· Real-time monitoring and logging of security events.
· Defined procedures for categorising and escalating incidents.
· Timely reporting to relevant authorities.
Organisations must implement automated detection tools and comprehensive logging mechanisms to ensure compliance.

Risk Management Framework
Financial entities are required to establish formal risk management frameworks that integrate ICT governance with business processes. These frameworks should:
· Identify and assess ICT risks.
· Establish clear security objectives and performance indicators.
· Document dependencies between business operations and ICT assets.
Organisations should align their solution architecture, security policies, and operational logging with DORA’s risk management requirements.

Operational Resilience
DORA emphasises business continuity and incident management, requiring firms to test their ICT systems against:
· Cybersecurity threats.
· System outages and failures.
· Data corruption and loss.
Non-functional testing, such as resilience and security assessments, should be prioritised to ensure systems can withstand disruptions.


ICT Third-Party Risk Management
Financial entities must conduct due diligence on third-party ICT providers to assess their security posture and resilience capabilities. Key areas include:
· Clear contractual agreements defining roles and responsibilities.
· Risk assessments of subcontractors and external dependencies.
· Contingency planning for vendor lock-in scenarios.
DORA also introduces geographical risk considerations, requiring financial entities to evaluate third-party providers based in non-EU jurisdictions.

Information Sharing
DORA encourages financial entities to share cyber threat intelligence within trusted communities to enhance collective resilience. Key actions include:
· Establishing internal data-sharing mechanisms.
· Aligning reporting structures with regulatory requirements.
· Ensuring threat intelligence is accurate, timely, and securely managed.


Implementation Best Practices
To comply with DORA, organisations should adopt the following best practices:
· Enhance ICT Governance – Implement a structured governance framework with clear risk ownership.
· Strengthen Security Measures – Deploy advanced logging, monitoring, and alerting tools.
· Conduct Regular Testing – Perform resilience testing, including penetration testing and disaster recovery simulations.
· Define Clear Roles & Responsibilities – Establish clear engagement terms for ICT providers and internal stakeholders.
· Maintain Robust Documentation – Ensure compliance through comprehensive security policies, change logs, and operational reports.




Conclusion
DORA introduces a structured approach to ICT risk management, reinforcing cybersecurity and resilience practices across the financial sector. Compliance requires a proactive stance on security, operational resilience, and third-party risk management.
Organisations should view DORA not merely as a regulatory burden but as an opportunity to improve ICT governance, enhance risk visibility, and fortify operational resilience.
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